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Executive Summary 
The SELIS Project aims to deliver a cloud-based “platform for pan-European logistics applications” which will 
work as “a network of logistic communities specific shared intelligent information spaces termed SELIS 
Community Nodes (SCNs)”.   

T3.3 aims to develop interfaces for connecting data sources to the content-based routing infrastructure which is 
a core component of the SCN architecture enabling the sharing of information with the usage of pub/sub 
technologies. 

In this deliverable we present the initial version of Connectivity Interfaces to enable interoperability and supply 
chain visibility among external, internal and extensional systems of SELIS as defined in D1.1, D2.1 and D4.1. The 
current version of the deliverable (D3.5) examines the case of interoperability for the identified systems and 
devices, including ERP, TMS, WMS, order taking, tracking, demand planning tools, and inventory planning tools 
as well as IoT devices. The deliverable also examines the generic case of interoperability by offering a generic 
connectivity library. 

The importance of interoperability among SELIS systems is amplified by the number and variability of the 
involved systems, using different types of data, different formats and messaging templates, causing syntactic, 
semantic and pragmatic heterogeneity. The role of the connectivity interfaces in SELIS, is to allow all involved 
systems to communicate (exchange information) in a seamless and agnostic manner. Therefore, this deliverable 
describes these generic mechanisms that are needed in order to facilitate this communication. 

 

Disclaimer 

The content of the publication herein is the sole responsibility of the publishers and it does not necessarily 
represent the views expressed by the European Commission or its services. 

While the information contained in the documents is believed to be accurate, the authors(s) or any other 
participant in the SELIS consortium make no warranty of any kind with regard to this material including, but not 
limited to the implied warranties of merchantability and fitness for a particular purpose. 

Neither the SELIS Consortium nor any of its members, their officers, employees or agents shall be responsible or 
liable in negligence or otherwise howsoever in respect of any inaccuracy or omission herein. 

Without derogating from the generality of the foregoing neither the SELIS Consortium nor any of its members, 
their officers, employees or agents shall be liable for any direct or indirect or consequential loss or damage 
caused by or arising from any information advice or inaccuracy or omission herein. 

 

Copyright message 

© SELIS Consortium, 2016-2019. This deliverable contains original unpublished work except where clearly 
indicated otherwise. Acknowledgement of previously published material and of the work of others has been 
made through appropriate citation, quotation or both. Reproduction is authorised provided the source is 
acknowledged. 
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HTTP Hypertext Transfer Protocol 

X.509 Standard that defines the format of the public key certificates 

REST REpresentional State Transfer 

SCN SELIS Community Node 

ERP Enterprise Resource Planning 

TMS Transportation Management System 

WMS Warehouse Management System 

MES Manufacturing Execution System 

IMS Inventory management System 

LPWAN Low Power Wide Area Network  
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1 Introduction 
1.1 Addressing the SELIS Description of Action 

Table 1: Deliverable’s adherence to SELIS objectives and Work Plan 

SELIS GA requirements 
Section(s) of present 

deliverable addressing 
SELIS GA 

Description 

(Reference to Objectives, Tasks, Subtasks) 
(Present deliverable 
Headings / Sections) 

(Briefly describe how […] is 
addressed, max 2-3 lines) 

ST 3.3.1 Generic client library 

This task will provide a generic cross platform 
client library or daemon service, which can be 
used to publish, subscribe and securely 
register with the communications 
infrastructure. It should also provide source 
code in C or Go and specify the protocol so 
that alternative implementations can be easily 
written and specify the protocol so that 
alternative implementations can be easily 
written. 

Section 0 (p.7) 

 

A generic cross platform client 
library is presented 

ST 3.3.2 Connectors to SC Visibility  

The intelligent connectors for different 
logistics information sources will be created 
utilizing Access Points (using eFreight and 
iCargo AP definitions as baseline), and data 
pipeline mechanisms, enabling increased level 
of automation in linking new information 
sources. 

Section 2 (p.16) 
All access points and specific 
connectors are presented 

ST 3.3.3 Connectors for IoT devices 

This task will specify the main interfaces of the 
platform so that IoT devices such as sensors 
can publish and consume data. The 
connection configuration will be lightweight, 
sensors and IoT devices will be capable of 
being seamlessly connected to SELIS Nodes, to 
enable the creation of data streams, and real-
time data capture. 

Section 4 (p.33) 
Candidate IoT technologies are 
presented and evaluated 

 

1.2 Summary / Any introductory information 

This deliverable (D3.5) analyzes and presents the connectivity interfaces used to enable supply chain visibility 
through the SELIS Community Node of the SELIS project.  

The connectivity interfaces begin from a generic Pub/Sub client library and move down to specific connectors 
for different supply chain systems and data sources that build on the systems used in SELIS Living Labs and 
demonstrators. Examples from Living Labs 2(external systems), 3 (ERP system) and 8 (WMS System) are used to 
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demonstrate the architecture of different systems. Finally, connectors for the IoT devices enabling traceability 
and enhanced visibility are also presented. The presented connectivity interfaces and libraries are expected to 
evolve throughout the project remaining aligned to the dynamic business requirements defined by the Living 
Labs. 

1.3 Document outline 

The deliverable starts with the definition and detailed description of a generic Publish/Subscribe client library 
using a REST API (Section 2). Following a problem statement for supply chain visibility, the foundations for supply 
chain visibility connectors are set and the connectors for internal, external and extensional SELIS systems are 
presented (Section 3). Section 4 describes the connectors for IoT devices, used to enable traceability and supply 
chain visibility and finally, Section 5 summarizes and provides some concluding remarks. 

The document is completed with the references used for the writing of this deliverable and some appendices 
with information deemed useful for the deliverable but were not included in the main body to enhance 
presentation. 
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2 Generic client libraries for the SELIS Publish/Subscribe system 

The SELIS Publish/Subscribe system is one of the core component of the SELIS Community Node (SCN). It provides 
the secure communication channels between the SCN modules. The system is designed to preserve the privacy 
of the exchanged information even when deployed on the untrusted hardware, such as it occurs in the cloud 
environment. The detailed description of the Publish/Subscribe system is available as part of the deliverable 
D3.3.  

In this document, the technical details of the client interface of the Publish/Subscribe system are explained and 
the technical details about generic client libraries (connectors) are presented. 

2.1 The Publish/Subscribe client interface 

The communication interface of the Publish/Subscribe system is based on the Representational State Transfer 
(REST) API, sockets and web sockets. The publishing of messages works asynchronously by sending the messages 
to the REST endpoint. The subscribing to the messages requires creation of a dedicated socket/web socket 
connection to support pushed notifications. The messages exchanged between the publishers and subscribers 
are in the form of the key/value list. The subscribers specify the criteria which are applied during the content-
based message filtering, hence allowing to receive only the information of interest of the specific module.  The 
authentication is done within the REST interface, while the authorization occurs internally during the filtering 
stage of the messages. The Figure 1 shows the architecture of the Publish/Subscribe system, including the client 
interface and the filtering stages.  

 

 

Figure 1 SELIS Pub/Sub Architecture (from D3.2) 

2.2 Publish/Subscribe Protocol 

The SELIS Publish/Subscribe system exposes its functionality with the worldwide standardized REST API. Due to 
the independent nature of the protocol, the integration is relatively simple for most popular programming 
languages. The REST API is built on top of the HTTP1 protocol, which in the production system can be secured 
with the X.5092 certificates, providing the SELIS Publish/Subscriber system authentication and protection of data 
privacy and integrity. 

2.2.1 Publish 

Endpoint specification: POST /publish 

                                                           
1 https://tools.ietf.org/html/rfc2616 
2 https://tools.ietf.org/html/rfc5280 
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Content-Type: application/json 

Data content: JSON data structure. Two formats allowed: 

• Each key/value defined with valid value type 

Format: 

{ "publication" : [{ "key" : "KEY ", "val" : VALUE , "type" : "TYPE" }, …]} 

where: KEY – key name provided as String 

 VALUE – the value provided as a type defined in “type” 

 TYPE – type of the value. Allowed: [int, float, boolean, string] 

Example: 

{ "publication" : [{ "key" : "lat", "val" : str(random.randint(0, 100)) , "type" : "int" }, …]} 

 

• Row format, list of key/value, where each parameter is provided as String 

Format: 

[{ "key" : "KEY ", "val" : VALUE}, …] 

Where:  

KEY – key name provided as String 

VALUE – the value provided as a type defined in “type” 

Example: 

{"OrdAgencyAddress": "", "OrdAgencyCode": "", "OrdAgencyDescr": "MED FRIGO"} 

 

Response: HTTP 200 on success, HTTP 400 on invalid request message format, HTTP 500 on error 

Response content-type: application/json 

Response content: none 

 

2.2.2 Subscribe 

Endpoint specification:  POST /subscribe 

Content-Type: application/json 

Data content: JSON data structure of the following format: 

{"authHash" : AUTHENTICATION_HASH, "subscriptionId" : "SUBSCRIPTION_ID", "data" : [{ "key" : "KEY", "val" 
: "VALUE", "type" : "TYPE", "op" : "OPERATOR" }]} 

Where:  

AUTHENTICATION_HASH – security hash which allows the connection to the SELIS Publish/Subscribe system, 
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SUBSCRIPTION_ID – unique identification of the subscription, provided as String, 

“data” is a list of subscription rules, which defines which messages are of client’s interest: 

KEY – key name corresponding to the key provided in the publishing messages, 

VALUE – the value which is compared to the original message’s value from the published message 

TYPE – type of the value. Allowed: [int, float, boolean, string] 

OPERATOR – defines how the given value can be compared with the value in the published message. Allowed: 
[EQ, NE, GT, LT, GE, LE], which corresponds to: EQ=equals, NE=not equals, GT=greater than, LT=lower than, 
GE=greater equals, LE=lower equals. 

 

Response: HTTP 200 on success, HTTP 400 on invalid request message format, HTTP 500 on error  

Response content-type: application/json  

Response content: JSON data structure of the following format 

{ "host" : SUBSCRIPTION_HOST, "port" : SUBSCRIPTION_PORT} 

Where: 

SUBSCRIPTION_HOST  - the hostname of the server to which the client should connect using TCP/TLS to receive 
the messages  matching subscription’s criteria. 

SUBSCRIPTION_PORT – the port number on which the client should connect using TCP/TLS to receive the 
messages matching subscription’s criteria. 

 

2.2.3 Unsubscribe 

Endpoint specification:  POST /unsubscribe 

Content-Type: application/json 

Request data content: JSON data structure of the following format: 

{"authHash" : AUTHENTICATION_HASH, "subscriptionId" : "SUBSCRIPTION_ID"} 

Where:  

AUTHENTICATION_HASH – security hash which allows to provision the SELIS Publish/Subscribe system, 

SUBSCRIPTION_ID – unique identification of the subscription, provided as String, 

 

Response: HTTP 200 on success, HTTP 400 on invalid request message format, HTTP 500 on error  

Response content-type: application/json 

Response content: none 

2.2.4 Socket connection 

The client can receive the messages matching the subscription criteria via a dedicated socket connection. The 
server location is returned from the POST /subscribe endpoint in REST API.  
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As soon as the connection is established, the client has to identify itself to the server by sending a message of 
the following format: 

{"authHash" : AUTHENTICATION_HASH, "subscriptionId" : "SUBSCRIPTION_ID"} NEW_LINE_SEPARATOR 

Where: 

AUTHENTICATION_HASH – security hash which allows to provision the SELIS Publish/Subscribe system, 

SUBSCRIPTION_ID – unique identification of the subscription, provided as String, 

NEW_LINE_SEPARATOR – is the single character representing end of line (EOL), commonly represented as ‘\n’ 

At this point, the server will send the messages matching the subscription criteria. Each message is sent as a 
separated line, hence terminating with the NEW_LINE_SEPARATOR (described above). 

2.3 Client Library in GO language 

The SELIS Publish/Subscribe GO3 Library allows a GO client to interact with the SELIS Publish/Subscribe, by 
establishing and maintaining the connection to the SELIS Publish/Subscribe. It allows a GO client to publish and 
receive messages by subscribing for Messages matching predefined criteria. The SELIS Publish/Subscribe GO 
Library simplifies the interaction with the SELIS Publish/Subscribe system by hiding the client from the technical 
details of the SELIS Publish/Subscribe protocol. 

The GO Client Library is dependent on the GO package 'gopkg.in/resty.v1', which provides the functionality of 
calling the REST services and processing the results and errors in a user-friendly manner. 

The SELIS Publish/Subscribe GO library is not publicly accessible for downloading, neither it is published in any 
public repository. The sources of the library are available in the SELIS repository containing all other Pub/Sub 
client libraries. 

The SELIS Publish/Subscribe GO Library is implemented as a GO package 'pubsub' within the package path tu-
dresden.de/selis/go-connector. There are a few important structures, which are used in the process of 
establishing connection, publishing and subscribing for messages in the SELIS Publish/Subscribe: 

• PubSub - defines the connection of the SELIS Publish/Subscribe and provides the high-level API for 
publishing and subscribing 

• Subscription - defines all subscription's parameters required to subscribe for a specific kind of messages 

• Rule - defines the filtering criteria within the subscription 

2.3.1 Connecting to the SELIS Publish/Subscribe system 

To connect to the SELIS Publish/Subscribe system, the host and the port of the SELIS Publish/Subscribe API has 
to be defined. The default port is 20000.   

pubsub := NewPubSub("0.0.0.0", 20000) 

 

The 'NewPubSub' method returns the pointer to the PubSub struct, which provides the high-level API for the 
publishing and subscribing of the messages. 

                                                           
3 https://golang.org 
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2.3.2 Creating new subscription 

To create the subscription, the user must provide the authorization token and subscription id. The authorization 
token has to be acquired from the Single Sign-On (SSO) system. The token is used to verify that the user is 
authenticated and if it has enough permissions to subscribe for this specific subscription. 

subscription := NewSubscription("clientIdHash2", "subId3") 

Once the subscription object is created, the filtering rules have to be defined. Filtering rules allow us to define 
the criteria based on which the SELIS Publish/Subscribe system will decide which messages should be forwarded 
to the subscriber and which should not. Each filtering rule has to specify the following three parameters:  

• key - the key which has to be present in the published message, and which value will be used for 
comparison, 

• value - the value of the defined key, which will be used for the comparison, 

• comparator - defines how the value from the published message will be compared to the value defined 
in the filtering rule. The possible values of the comparator are: EQ, NE, LT, LE, GT, GE and represent the 
following operations: equals, not equals, lower than, lower equals, greater than, greater equals. 

In the following example, the subscription will expect the messages, under which key is equal to the "_type" 
string and the value is equal (EQ) to the "PKI" string: 

subscription.addRule(StringRule("_type", "PKI", EQ)) 

The library provides the function to create filtering rules for different types of values: 

• float: FloatRule(), 

• boolean: BooleanRule(), 

• int: IntRule(). 

It is possible to add more filtering rules. In such a case, the SELIS Publish/Subscribe system will look for the 
messages which match all of the filtering rules.  

When the SELIS Publish/Subscribe system receives the message from the publisher, which matches all filtering 
rules, it forwards it to the subscriber. The SELIS Publish/Subscribe GO client library allows to register a callback 
function, which will be invoked each time the SELIS Publish/Subscribe system forwards the message. The callback 
function has to implement the signature: func(message string, err error) 

In the following example, the callback simply prints the value of the received message to the standard output. 

callback := func(message string, err error) { 

 if err != nil { 

  // handle error 

  return 

 }  

 fmt.Println("Got new message: ", message) 

} 

 

Finally, when the subscription object and the callback are defined, they can be used to register a new 
subscription. The subscribe() method from the PubSub struct has to be used. 
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err := pubsub.subscribe(subscription, callback) 

if err != nil { 

 // handle error 

} 

In order to unsubscribe, the unsubscribe() method from the PubSub struct has to be invoked. 

pubsub.unsubscribe(subscription) 

2.3.3 Publishing new messages 

The messages exchanged within the SELIS Publish/Subscribe system contain the list of key:value pairs. In GO it 
can be represented by a map[string][string] as presented in the following example: 

msg := map[string]string { 

 "_type": "PKI", 

 "_subtype": "avg_price", 

 "supplier_id": "ABC2138", 

 "value": "1908", 

} 

To publish the message, the publish() method from the PubSub struct has to be invoked. In exceptional situations, 
such as connection problem or unavailability of the SELIS Publish/Subscribe system, the error is returned. It is 
the responsibility of the developer to properly handle it as the library will not try to automatically re-send the 
message. 

err := pubsub.publish(msg) 

if err != nil { 

 // handle error 

} 

2.3.4 Error handling 

The SELIS Publish/Subscribe GO client library does not force the developer to handle the errors. It simplifies fast 
prototyping and tests the interaction with the SELIS Publish/Subscribe system, but it is not recommended for 
production code. Therefore, the developer should also check for the error type returned from the 
Publish()/Subscribe() methods and handle them accordingly.  

2.4 Client library in Java language 

The SELIS Publish/Subscribe Java Library allows a Java client to interact with the SELIS Publish/Subscribe, by 
establishing and maintaining the connection to the SELIS Publish/Subscribe. It also allows a Java client to publish 
and receive messages by subscribing for Messages fulfilling the custom criteria. The SELIS Publish/Subscribe Java 
Library simplifies the interaction with the SELIS Publish/Subscribe system by hiding the technical details of the 
SELIS Publish/Subscribe protocol from the client. 
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The SELIS Publish/Subscribe Java library requires at least JDK7 for compilation and runtime. Additionally, it 
requires access to the running SELIS Publish/Subscribe system: locally, with default address localhost:20000, or 
hosted in TU-Dresden: 147.102.4.183:20000. 

The SELIS Publish/Subscribe Java Library has the following runtime dependencies: 

GroupId ArtefactId Version 

com.google.code.gson gson 2.8.0 

org.slf4j slf4j-api 1.7.5 

The SELIS Publish/Subscribe Java library is not publicly accessible for downloading, neither it is published in any 
public Maven repository. The library is available in compiled form as .JAR archive which should be added as a 
dependency to the Java project. 

All API classes are located in the top-level package: de.tu_dresden.selis.pubsub. The main classes/interfaces used 
by client application are: 

• PubSub  

• Message  

• Callback  

• Subscription 

The following sections describe how to establish the connection to the SELIS Publish/Subscribe system using 
PubSub class, how to publish new Messages and how to subscribe for Messages creating custom Subscriptions 
and registering Callbacks. 

2.4.1 Connecting to the SELIS Publish/Subscribe system 

To connect to the SELIS Publish/Subscribe system an instance of PubSub class has to be created using 
IP/Hostname and Port number of the Pub/Sub. 

PubSub pubSub = new PubSub("0.0.0.0", 20000) 

Once the PubSub is created, it establishes and keeps the TCP connections open to the SELIS Publish/Subscribe 
system. Once the connection is no longer required, it is important that the client application explicit closes it, in 
order to clean all resources and close the connections. 

pubSub.close(); 

PubSub class implements the autoCloseable interface, which allows the closure of the PubSub and releases all 
the resources automatically. To use it, create a PubSub in a try() block: 

try (PubSub pubSub = new PubSub("0.0.0.0", 20000)) { // publish/subscribe messages 

} 

// here, Java automatically closed the PubSub 

2.4.2 Publish 

Once the connection to the SELIS Publish/Subscribe system has been established, the client can start publishing 
messages. 
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Messages accepted by the SELIS Publish/Subscribe system have to be in the form of key:value pairs. To simplify 
the creation of messages, the SELIS Publish/Subscribe Java Library provides a Message class, which can be filled 
with the data and sent directly to the SELIS Publish/Subscribe system. 

Message msg = new Message(); msg.put("OrderId", "ABC123"); msg.put("price", "100"); msg.put("quality", 
"0.80"); 

2.4.3 Subscribe 

The Subscription class allows to quickly define the subscription criteria. To create the subscription, it is required 
to provide client’s hash and subscription Id, which are used to authenticate the subscriber in the SELIS 
Publish/Subscribe system. 

Subscription subscription = new Subscription("d5644e8105a d77c3c3324ba693e83d8fffd54950", 
"sub8875959152"); 

The next step requires to provide subscription’ criteria. Single criteria are represented by Rule class, where one 
Subscription can have many Rules. Each Rule defines the key, the value and the matching criteria, f.e.: price<=80, 
orderId=ABC123, quality>=0.5, etc. Rules are always treated as a conjunction, therefore only messages matching 
all of the criteria are delivered to the subscriber. To create subscription of alternative rules, convert it to few 
subscriptions of excluding rules. 

In the following example, there are Rules created to match the Messages which define the price lower than 80 
and the Quality greater or equal to 0.5: 

subscription.add(new Rule("price", "80", RuleType.LE));  

subscription.add(new Rule("quality", "0.5", RuleType.GE)) ; 

Once the SELIS Publish/Subscribe system processes the Message matching the Subscription’ criteria, it notifies 
the Subscriber on the callback provided during the registration of Subscription. Therefore, the Subscriber is 
obliged to create the callback method, on which it receives and handles the Message delivered by the SELIS 
Publish/Subscribe system. 

The SELIS Publish/Subscribe Java Library provides the interface Callback which requires to implement single 
onMessage() method. The message delivered from the SELIS Publish/Subscribe system is pushed to this method. 
In the following example, the Subscriber’s callback simply prints the message content to the standard output: 

public class MyCustomCallBack implements de.tu_dresden.selis.pubsub.Callback { 

    @Override public void onMessage(Message message) {  

        System.out.println("Received {}", message); 

    } 

} 

Once the Subscriber has defined the Subscription and the Callback, it can register both in the SELIS 
Publish/Subscribe system by invoking the subscribe() method: 

pubSub.subscribe(subscription, new MyCustomCallBack()); 
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The unchecked PubSubConnectionException can be thrown when the connection to the SELIS Publish/Subscribe 
system cannot be established. Please check the Error-handling section of this document for more information 
regarding error handling. 

2.4.4 Error-handling 

The SELIS Publish/Subscribe Java Library defines its own Exception hierarchy, where the highest Exception is 
PubSubException. All the other exceptions inherit from PubSubException. 

PubSubException is an unchecked exception, therefore it does not require from the Client to catch the exceptions 
which could be potentially thrown during the publish/subscribe operations. Nevertheless, for the production 
application it is recommended to handle such exceptions. 

2.4.5 Logging 

The SELIS Publish/Subscribe Java Library uses org.slf4j.Logger API to provide some Debugging information. The 
Library itself does not come with any implementation of org.slf4j.Logger, so it is up to the Client which 
implementation to choose. Please follow slf4j documentation for more information: 
https://www.slf4j.org/manual.html 

For the prototyping we suggest to use the slf4j-simple, which does not require any initial configuration. Download 
from: https://www.slf4j.org/download.html 

Maven dependency: 

<dependency> 

<groupId>org.slf4j</groupId>  

<artifactId>slf4j-simple</artifactId> 

 <version>1.7.5</version> 

</dependency> 
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3 Supply Chain Visibility Connectors 
3.1  Problem Statement 

Supply chains are becoming progressively complex and increasingly vital for all the actors of the supply chain. 
From suppliers and manufacturing companies to logistics providers and end customers, the benefits stemming 
from an integrated supply chain are numerous. The ability to access data from different systems involved in a 
supply chain network using a single point will enable integration and facilitate the utilisation of many diverse 
sources of information, while improving visibility and traceability of information and products. This approach will 
also eliminate heterogeneity between different systems. The unceasing digitisation of manufacturing operations 
and supply chain management has profoundly affected supply chains, leading to increased information flows, 
therefore creating an urgent need for efficient and holistic data integration across the supply chain. Facilitating 
seamless exchange of information between different systems will enable 360o views of the supply chain, 
enhanced visibility, traceability and accessibility of data. 

Data integration is built on 3 pillars: 

• Syntactic pillar 

Refers to the description of the rules defining the system behavior. It aims to enable communication and 
data exchange between systems. To achieve that, systems need to use compatible data structures. 

• Semantic pillar 

Refers to the understanding of the meaning of data structures, essentially offering a common vocabulary for 
all systems, mapping to all individual data structures. 

• Pragmatic pillar: 

Refers to the actual use of the integrated systems where users need to pursue compatible goals, adhere to 
compatible instructions and expect compatible outcomes. 

3.2 Enabling technologies for supply chain visibility 

Several technologies can be employed to address each pillar individually and collectively in order to enable data 
integration, and therefore improve supply chain visibility. 

Ontologies have been recognised as a potential answer to the information sharing and integration problem 
across different industries [1], [2] and [3]. Ontologies have also been employed in many supply chain applications. 
From simple knowledge representation efforts [4] to more application specific efforts [5], ontologies have been 
reportedly used in a wide range of applications and domains. Data integration aiming to ensure data consistency 
and sharing is of key importance among the reported applications. 

Wrappers offer a service-oriented approach where they transform data into a uniform model while hiding 
application specific data structures. They provide a description of the model and the transformation mechanism 
required to achieve integration. 

Data transformation services are a key enabler of data integration in the supply chain systems. Regardless the 
method used, data transformation processes need to be employed when data are being exchanged. These 
processes might include extract, transform or load operations to or from legacy database systems. Data 
transformation is constituted by two steps: 

1. Data mapping – mapping data elements from source to destination 

2. Code generation – develop transformation mechanism 
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3.3 SELIS Approach on SC Visibility 

SELIS Connectors (Figure 1), developed to enhance SC visibility, handle data transformation, monitoring and 
propagation of the output of the external systems and the rest of the SCN components. The data transformation 
layer of the connector maps and converts the output (e.g. transportation order) to the relevant SELIS semantic 
structures. Subsequent to data transformation, orders are propagated to all the relevant parties in the SCN, 
following a publish/subscribe approach. All incoming and outgoing requests of the connector are logged, 
facilitating better monitoring, and therefore visibility. 

For external sources (e.g. MarineTraffic), SELIS connectors plug in with the API of the external source and perform 
the same operations (transformation, monitoring and propagation). The data transformation layer is responsible 
for converting the data to a SCN-compatible format and propagate the data to the SCN functionalities using 
them. 
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Figure 1 SELIS SC Visibility Approach 

SELIS Connectors are based on the concept of Access Points (as defined in eFreight and iCargo projects). More 
specifically, connectors have inherited key access points features such as: 

• Plugin nature  

• One-off integration 

• Integration as a Service 

• Networks are message agnostic 

 

3.4 SELIS Related Systems Typology 

Supply chain management technology has advanced significantly since the development of IBM’s BOMP (Bill of 
Materials Processor). Various supply chain management systems have been developed to address the 
complexities of the several stages of the supply chains. From MRP (Materials Resource Planning) and MRP-II 
(Manufacturing Resources Planning) to ERP (Enterprise Resource Planning), supply chain management systems 
are still growing in scope, integrating almost all downstream and upstream operations, aiming to offer an end-
to-end supply chain system. The benefits of an integrated supply chain are numerous and obvious (improved 
agility, informed decision-making, reduced stock levels etc.).  

To achieve visibility, which is the key enabler, systems across the supply chain need to be integrated and able to 
communicate. In SELIS, this is achieved through the SELIS Community Node (SCN). All supply chain systems need 
to be able to communicate with the SCN, hence the requirement for the supply chain visibility connectors. 
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Supply chain management systems have been classified in several ways, with the stage (Inbound, Outbound, 
Production) being the most prevalent. For SELIS, the systems are classified as internal, external and extensional. 

3.4.1 Internal Systems 

These are the systems relating to the supply chain operations of all the actors involved. These include, ERP 
systems, Warehouse Management Systems (WMS), Transportation Management Systems (TMS), Manufacturing 
Execution Systems (MES), Inventory Optimisation Systems, Procurement Systems, Production Planning Systems, 
Scheduling, Transportation Planning, Order Management Systems and Demand Forecasting tools. All these 
systems have different requirements, different data structures and exchanges, making integration through SELIS 
not only vital but also challenging.  

 

Figure 2 Internal systems classification [6] 

Enterprise Resource Planning (ERP) systems have a key role in facilitating supply chain visibility. Most commonly, 
ERP systems are based on a single database that is shared across different business units of an organisation and 
therefore have the ability to enhance in-house visibility. Some first steps towards supply chain integration have 
already begun in the area of ERP systems in the form of ERP-Supplier and Supplier-ERP integration. Integration 
of ERP systems with systems across the supply chain can offer many benefits to all the supply chain actors. 
Integration can improve efficiency between different departments and companies by automating the steps of 
the supply chain management workflow. Additionally, integrated supply chains become more agile and 
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responsive to changes caused by the dynamic and volatile nature of certain supply chains. The aforementioned 
automation and agility will result to improved productivity and reduced operational costs. 

Supply chain integration begins with data integration. The ERP system serves as a central data repository, 
distributing data across the supply chain. The main challenge is to ensure data accuracy, integrity and 
homogeneity. 

Inputs regarding ERP functionality can be data relevant to: 

• User details, such as ID, Name, Phone, Title 

• Account details, such as Name, ID, Type 

• Contact details 

• Campaign details, such as type and status, in order to track success rate or any other key performance 

indicator (KPI) 

• Reporting 

• Lead time  

• Mapping information (to avoid syntactic issues) 

• Advanced shipping notification 

An ontological representation of the data required for ERP systems is presented in Figure 3 and the Java methods 

are presented in Appendix A – ERP . 

 

Figure 3 Ontological view of ERP data 

Acting as buffers for material flows, ensuring availability of seasonal products as well as volatile ingredients, 
warehouses are a vital part of any supply chain [7]. Warehouse Management Systems play a key role in 
organising and monitoring these operations and lead the effort to reduce inventory levels. In order to successfully 
orchestrate a warehouse, and therefore a supply chain, organisations need accurate and timely data. 

Required data for the efficient operation of a WMS are categorized as master, inventory, movement and systems 
data [8]: 

• Master data: Article number, Description, Article weight, Article length, Article width, Article height, 
Quantity unit, Type unit load, Loading factor, Gripping unit, Blocking indicator, Batch number, 
Weight/retrieval unit, Weight/unit load, Client, Best before date, Remaining runtime, Sorter capability 
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• Inventory data: No. articles, Total stock, Average stock, Minimum stock/art., No.UL/art., Available stock, 
Shortages 

• Movement data: Goods receipts/ day, Goods issues/ day, Storages/d, Retrievals/d, Quantity transship./a, 
Restorages/d, Orders/d, Orders per article, Positions/order, Positions/d, Grips/ Pos., Incoming orders/h, 
Order lead time, Material lead time, No. of orders/ order type, Double cycles/d, Complete units/d 

• Other systems data: Order types, Unit load master data, Packaging master data, Storage capacity, Space 
restrictions, Room restrictions, Utilization space/volume, No. UL/art., No. staff/dept., Operating costs 
(manpower, energy, maintenance), Investment costs (replacement), Value turnover/a, Productivity 

An ontological representation of the data required for WMS systems is presented in Figure 4Figure 3. 

 

Figure 4 Ontological view of WMS data 

Transportation Management Systems (TMS) are responsible for the timely, reliable and efficient movement of 
goods through the supply chain. Transportation accounts for the substantial cost and environmental footprint of 
any supply chain where physical products and materials are exchanged. TMS play an instrumental role in 
achieving reliability throughout the supply chain and also facilitating supply chain optimization.  

Required data for the operation and optimization of a TMS include: 

• Modes of transport available: capacity, cost, fuel consumption, load restrictions, environmental 
footprint 

• Schedule data: intermediate stops 

• Product data: size, weight, volume, special conditions, best before date 

• Routing data: routing information, high, low and average speed per mode of transport, transportation 
costs, paths, connectivity groups (intermodal) 

Routing data can be either a built-in function of a TMS, in the form of a GIS solution, or part of an external routing 
service. 

An ontological representation of the data required for TMS systems is presented in the figure below. 



D3.5: Connectivity Interfaces (version 1) 

© SELIS, 2018  Page | 22  

 

Figure 5 Ontological view of TMS data 

Manufacturing Execution Systems (MES) focus on all the manufacturing operations at shop floor level. From 
materials handling and planning, Bill of Materials, machine allocation and maintenance planning to staff planning 
and machine data collection. MES data include: 

• Lots or batches coming in or being created 

• Lot and batch attributes describing material 

• Operating supplies used 

• Machines used 

• Process data obtained 

• Individuals involved in the production process 

• Tools used 

• Repairs of machines and tools 

• Quality data (such as measured values, inspection equipment used, inspection 

• decisions) 

An ontological representation of the data required for MES systems is presented in Figure 6. 

 

Figure 6 Ontological view of MES data 
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Inventory Management Systems (IMS) aim at achieving optimal inventory levels without compromising order 
fulfilment and production scheduling. IMS require data from order taking, tracking, and demand planning 
systems.  Preferably, IMSs do not require any additional data as their proper operation relies on the suitable 
analysis and integration of output data from the other SCM tools. In specific, IMSs need access to information 
regarding items, orders and warehouse facilities. 

• Items  

• Item number 

• Item Description 

• Item categories 

• Item cost data 

• Item price data 

• Inventory movements 

• Location 

• Available quantities 

• Item suppliers 

• Item manufacturers 

• Item customers 

• Lead time 

• Best before date 

An ontological representation of the data required for IMS systems is presented in Figure 7. 

 

 

Figure 7 Ontological view of IMS data 

Production Planning Systems are tasked with producing accurate short-term production schedules. Their 
objectives include maximizing revenue and sustaining service levels while adhering to staff, equipment and 
material constraints. Accurate production planning also enhances precision on delivery dates. Production 
Planning Systems require vast amounts of highly complex data, including material data (e.g., Bill of Material 
data), inventory data, process data and equipment data. 

Relevant to production planning data can include information about: 

• Current status 

• Start, end and latest update dates 

• Quantity 
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• Criticality 

• Owner 

• Data source 

An ontological representation of the data required for PPS systems is displayed in Figure 8. 

 

 

Figure 8 Ontological view of PPS data 

Order taking is a step of the order fulfilment process and a vital part of any supply chain (SC). The Order taking 
process has been automated with the use of EDI systems and web-based solutions. The automation of the order 
taking process involved the exchange of order details and documents, such as Purchase Orders, as well as details 
on terms of payment and terms of delivery. Other relevant data include: 

• Item description 

• Price 

• Quantity 

• Contact details 

• Origin 

• Destination 

• Shipping terms 

An ontological representation of the data required for Order taking systems is presented in Figure 9. 
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Figure 9 Ontological view of Order Taking System data 

Demand planning is the process of creating reliable demand forecasts that can be used to plan and inform the 
production process.  Accurate forecasts are vital both for the manufacturing and distribution industry as they 
can result in reduced inventory levels and enhanced profitability. Demand forecasts can be also used as input for 
the determination of detailed sales, production and distribution plans. Demand planning systems are integrated 
with transactional systems and require the following type of data:  

• Name, description, and relevant categories of the sale 

• Spatial and temporal data, such as Location and Due date 

• Priority 

• Status 

• Minimum shipment and maximum lateness dates 

• The Item related to the sale 

• Quantity of the Item 

• Owner of the Item 

• Category and price of the item 

• The Item's source 

• Materials required 

• Job details 

• Projected materials requirements 

• Historical data on material requirements 

• Customer service levels 

• Reorder point 

• Economic order quantity 

• Suppliers data 

• Lead times 

An ontological representation of the data required for Demand planning systems is presented in Figure 10. 
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Figure 10 Ontological view of Demand Planning System data 

3.4.1.1 Example WMS System Connector 

The SELIS Connector is used for data transformation handling, monitoring and propagation of the SARMED 
transportation orders between the SARMED WMS system and the rest of the SCN components (Figure 11). The 
data transformation layer of the connector maps and converts the SARMED transportation orders to the relevant 
SELIS semantic structures. Following the data transformation, the orders are propagated to the rest of the 
interested parties in the SELIS Community Node using the publish/subscribe paradigm. The incoming and 
outgoing data transfers of the connector are logged in detail, allowing for more meaningful monitoring 
capabilities.  
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Figure 11 LL3 SARMED Adapter high-level diagram 

The basis of the integration with the external SARMED systems is to communicate transportation orders to the 
connector, which is achieved by exporting the orders directly from the WMS system to an external database that 
has been deployed in conjunction with the connector on-site at the SARMED facilities. Using a scheduled 
workflow configured to run every two hours, the connector retrieves the unpublished orders that have been 
inserted in the database, which include new orders, or updates already existing orders transforming them to the 
relevant SELIS data structures so they can be finally published on the pub/sub system. The connector maintains 
a history for any data communication over the pub/sub system in order to be able to differentiate between 
successfully published messages, messages that have erroneously not been published and messages that still 
need to be published. 

3.4.1.2 Example ERP System Connector 

Similar to the WMS connector of SARMED, a SELIS connector has been developed to handle data transformation, 
monitor and propagate sales and order forecasts between SONAE’s ERP system and the rest of the SCN 
components (Figure 12). Another connector has been developed to handle data between SONAE’s suppliers’ 
production planning (order taking) system and the rest of the SCN components. 
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Figure 12 SONAE Adapter High-level Diagram 

The basis of the integration with the external SONAE’s and its suppliers’ systems is to communicate forecasted 
orders and production capacity to the connector, which is achieved by exporting the order forecast directly from 
the ERP system to an external database that has been deployed in conjunction with the connector on-site at the 
SONAE facilities. Using a scheduled workflow that is configured to run every month, the connector retrieves the 
unpublished sales forecasts that have been inserted in the database, and after transforming them to the relevant 
SELIS data structures it publishes them on the pub/sub system. 

3.4.2 External Systems 

External systems are systems or information sources used by SELIS, not directly related to the supply chain 
operations. These include sources such as traffic information sources, search engines and marketplace services. 
Each of these sources needs to be addressed separately as data structures and access methods differ. 

3.4.2.1 Identified External Systems 

MarineTraffic4 is a publicly available system offering information about global ship traffic. The data accessed 
from MarineTraffic are: 

• Current vessel position 

• Last vessel position 

• Last port call of a vessel 

• Historical data for vessel’s track 

• Historical data for vessel’s status 

• Next port of a vessel 

• List of all vessels 

• List of all fleets 

• Vessel info 

Weather forecast information can be used to evaluate risks arising from weather conditions in regards with the 
estimated time of arrival (ETA). Extracted weather information include: 

• Current weather conditions at a location 

• Forecasted conditions at a location 

                                                           
4 www.marinetraffic.com 

http://www.marinetraffic.com/
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Routing data are of key importance for the proper operation of many planning and optimization services offered 
in SELIS. Routing services require input regarding the available modes of transport, start and end dates, load 
data, and waypoints. 

Routing services offer data on: 

• All possible paths 

• Distance of paths 

• Time of paths 

• Coordinates of paths 

• Instructions 

• Instruction description (navigation) 

• Instruction distance 

• Instruction duration 

Market place data (e.g. Amazon, Alibaba) can offer information regarding products that can be used not only as 
a benchmarking tool but also as an input for compliance checks (i.e. under/over invoicing). In detail, market place 
data include: 

• Product description 

• Product price 

• Product quantity 

• Product size, weight, volume 

• Freight method 

• Freight cost 

• Freight company 

• Supplier location 

• Supplier name 

• Product availability 

Negative News is a useful and informative source of information in various applications. From the obvious 
compliance features (e.g. Know Your Customer) to simply informative input when dealing with new customers 
and suppliers. Negative news sources provide a description of the news piece, a negative/positive sentiment 
score and a severity score. 

Traffic data are an important input of the transportation planning process. They can be used to inform the 
optimisation process and reduce delivery time and costs. Traffic data are available from a number of sources and 
provide the following data: 

• Incident location 

• Time 

• Duration 

• Severity 

• Description  

3.4.2.2 Example of External System Connector 

The publicly available ship traffic service offered by MarineTraffic5 has been used as the basis for the 
development of a RESTful API connector that can retrieve data relating to the movement of vessels across the 
globe from similar services. The exposed methods of this API are presented in Table 2. 

 

                                                           
5 www.marinetraffic.com 

http://www.marinetraffic.com/
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Table 2. Available services in the SELIS Vessel Traffic API. 

Method Name HTTP Verb Description Input Output 

GetVesselPositions GET Get information 
about current vessels 
positions 

mmsi (Maritime 
Mobile Service 
Identity) 

A list of vessels information 

GetVesselPosition GET Get information 
about last vessel 
position 

mmsi Vessel information 

GetVesselLastPortCall GET Get information 
about last port call of 
a vessel. 

mmsi Vessel information 

GetHistoricalData GET Get historical data for 
vessel's track 

mmsi Vessel information 

GetVesselStatuses GET Get historical data for 
vessels’ status 

mmsi A list of vessels information 

GetVesselStatus GET Get information 
about current vessel 
status 

mmsi Vessel information 

GetVesselPort GET Receive information 
about vessels bound 
for a specific port 

Name of a port A list of vessels information 

GetVesselList GET Receive a list of all 
vessels 

- A list of vessels information 

GetFleetList GET Receive a list of all 
fleets 

- A list of fleet information 

FindVessel GET Get vessel info mmsi The position of a vessel 

 

3.4.3 Extensional Systems 

Extensional systems are systems that extend the SELIS functionality by invoking external services/operations. 
The use of these systems aims at improving SELIS by reusing established, tested and proven systems and services. 

3.4.3.1 Identified Extensional Systems  

Document retrieval remains a key operation in logistics flow, albeit the efforts to digitalise supply chain 
operations, physical documents remain vital in supply chain operations. Organisations still need to be able to 
exchange documents, either due to legacy systems used or due to national and international regulations. 
Customs operations are a key example of such a case where several documents need to be retrieved, stored and 
exchanged. Document retrieval needs to be able to retrieve: 
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• Declaration document 

• Import manifest 

• Bill of lading 

• Shipping advice document 

• Invoice 

• Shipping instruction document 

• Letter of credit 

The optimal allocation of resources in manufacturing is evaluated through complex optimization algorithms. 
Such allocation is a key target of the SELIS project and various optimization techniques are employed throughout 
the various DSS applications. However, there are available services that offer optimization as a service, mainly 
for transportation optimization. These services, usually combined with mapping and routing services, offer the 
following data:  

• Overall distance travelled  

• Overall time travelled  

• Overall completion time  

• Operation time of longest route in seconds 

• Overall waiting time in seconds 

• Number of employed vehicles 

• Number of unassigned services and shipments 

• Array of routes 

• ID of vehicle operating the route 

• Travel distance of each route  

• Travel time of each route 

• Completion time of each route  

• Overall waiting time in each route  

• Location points 

• Addresses 

• Arrival time at corresponding location 

• End time at corresponding location 

• Waiting time at activity in seconds 

• Load before stop 

• Load after stop 

• Unassigned vehicles details 

3.4.3.2 Example of Extensional System Connector 

The Document Retrieval connector is mainly applicable to the eCompliance DSS application, enabling the 
scanning, OCR analysis and regulatory compliance check for customs documents. The electronic document 
exchange can also improve supply chain visibility by facilitating data sharing among supply chain partners and 
authorities. 

Four types of documents have been analyzed up to date. These are Shipping instructions, Shipping advice, Bill of 
lading (B/L) and Invoice. The architecture of this service is presented in Figure 13. Data sources represent all the 
external and internal sources of documents. Once documents are extracted from their source, they are 
processed, and data is extracted via an Optical Character Recognition (OCR) process. The extracted data, traverse 
through the PUB/SUB infrastructure and into a transformation and aggregation service, where data are prepared 
for processing. After this preparatory step, data are stored in a structured database that communicates with a 
rule engine that enables the data to be validated and checked. Finally, data are presented to the user via a 
dashboard, controlled by an access control service, to ensure privacy. 
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Figure 13. eCompliance Document Connector  

The exposed methods of this service are summarized in Table 3. 

Table 3. Available services in the Document Retrieval API. 

Method Name HTTP Verb Description Input Output 

GetT1Declaration GET Get data elements of the 
T1 Declaration document 
about a specific movement 
reference number (mrn) 

A movement reference 
number (mrn) 

A T1 Declaration object 

GetImportManifest GET Get import manifest 
document data elements 
for a bill of lading 

A Bill of Lading number An import manifest 
document object 

GetBL GET Get data elements for a bill 
of lading 

A Bill of Lading number Bill of Lading 
information 

GetAdvice GET Get shipping advice 
document data elements 
for a bill of lading 

A Bill of Lading number Advice document 
information 

GetInvoice GET Get invoice data elements 
for a bill of lading 

A Bill of Lading number Invoice information 

GetInstruction GET Get data elements of 
shipping instruction 
document for a shipper 
Contract Number 

A shipper contact 
number 

Shipping instruction 
information 

GetAllT1Declarations GET Get a list of T1 declarations - A list of T1 Declarations 
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GetAllImportedManifests GET Get list of import manifest 
documents. 

- A list of import manifest 
documents 

GetAllBL GET Get list of bills of lading - A list of bills of lading 

GetAllAdvices GET Get list of shipping advice 
documents. 

- A list of shipping advice 
documents 

GetAllInvoices GET Get list of invoices. - A list of invoices 

GetAllIntructions GET Get list of shipping 
instruction document. 

- A list of shipping 
instruction documents 
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4 Connectors for IoT devices  
4.1  IoT candidate technologies 

4.1.1 LORA 

LoRaWAN is a Low Power Wide Area Network (LPWAN) specification specifically developed for wireless battery-
operated Things in a network of any size. LoRaWAN’s main targets are the primary requirements of Internet of 
Things including secure bi-directional communication, mobility and localization services. The LoRaWAN 
specification provides seamless interoperability among smart Things without the need of complex local 
installations and gives back the freedom to the user, developer, businesses enabling the roll out of IoT 
applications and services. 

LoRaWAN network architecture is typically formulated in a star-of-stars topology in which gateways are a 
transparent bridge relaying messages between end-devices and a central network server in the back-end. The 
gateways are communicating with the network server through standard IP connections while end-devices use 
single-hop wireless communication to one or many gateways. Within a LoRaWAN setup end-point 
communication is typically two-way, but the protocol also supports operations such as multicast, thus enabling 
software upgrade OTA or other mass distribution messages to reduce costs and overheads related to 
communication. 

Communication between end-devices and gateways is usually dispersed or spread over arrange of frequency 
channels and data rates. The data rate is typically selected on the basis of a trade-off between communication 
range and message duration. Due to the spread spectrum technology, communications with different data rates 
do not interfere with each other and create a set of "virtual" channels increasing the capacity of the gateway. 
LoRaWAN provides low data rates that usually range from 0.3 kbps to 50 kbps on average.  In order to sustain 
both battery life of the end-devices for longer and maximize overall network capacity, the LoRaWAN network 
server tends to manage the data rate and RF output for each end-device individually through an adaptive data 
rate (ADR) scheme [10].  

National wide networks targeting IoT applications and services such as critical infrastructure, confidential 
personal data or critical functions for the society has a special need for secure communication. This has been 
solved by several layers of encryption that include the following: 

• Unique Network key (EUI64) and provide security at the network layer 

• Unique Application key (EUI64) provide end to end security at the application layer 

• Device specific key (EUI128)  

LoRaWAN has several different classes of end-point devices to address the different needs reflected in the wide 
range of applications. 

• Bi-directional end-devices (Class A): End-devices of Class A allow for two-way communications whereby 
each end-device's uplink transmission is followed by two short downlinks receive windows. The 
transmission slot scheduled by the end-device is based on its own communication needs with a small 
variation based on a random time basis (ALOHA-type of protocol). This Class A operation is the lowest 
power end-device system for applications that only require downlink communication from the server 
shortly after the end-device has sent an uplink transmission. Downlink communications from the server 
at any other time usually need to wait until the next scheduled uplink. 

• Bi-directional end-devices with scheduled receive slots (Class B): In addition to the Class A random 
receive windows, Class B devices open extra receive windows at scheduled times. In order for the End-
device to open its receive window at the scheduled time it receives a time synchronized beacon from 
the gateway. This allows the server to know when the end-device is in listening mode. 
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• Bi-directional end-devices with maximal receive slots (Class C): End-devices of Class C have nearly 
continuously open receive windows, only closed when transmitting. Class C [17].  

The LoRaWAN high level architecture is depicted in Figure 4.1 below . 

 

Figure 4.1: LoRaWAN high level architecture0 

4.1.2 SIGFOX 

Sigfox offers connectivity for the IoT because of its global Low Power Wide Area network. It is designed to 
drastically reduce the cost and energy consumption required for securely connecting IoT sensors to the Cloud. 
SIGFOX provides the following:  

• Low Energy Consumption 

It provides the lowest energy-consumption device-to-cloud. SIGFOX enables unbeatable low energy 
consumption by simplifying communications. The objective is to eradicate any requirements to replace 
or re-charge batteries as the devices generate energy themselves. 

• Low Cost 

Sigfox provides some of the most attractive price-competitive connectivity subscriptions of any 
technology in the domain as well as enabling extremely simple and cost-efficient silicon modules. 

• Complementary Technology 

Compatibility with technologies such as Bluetooth, GPS 2G/3G/4G and Wifi is built into Sigfox to offer 
improved services [9].   

 
SIGFOX comprises the following main characteristics: 

• First LPWAN Technology 
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• The physical layer based on an Ultra-Narrow band wireless modulation 

• Proprietary system 

• Low throughput ( ~100 bps) 

• Low power 

• Extended range (up to 50 km) 

• 140 messages/day/device 

• Subscription-based model Cloud platform with Sigfox 

• defined API for server access 

• Roaming capability  

The high-level architecture of the SIGFOX system is presented in Figure 4.2 and Figure 4.3 below 

 

Figure 4.2: LTN network architecture with different interface types 

 

 

 

Figure 4.3: Simple Sigfox network architecture 
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The technical characteristics of SigFox include the following: 

• Narrowband technology 

• Standard radio transmission method: binary phase-shift keying (BPSK) 

• Takes very narrow parts of spectrum and changes the phase of the carrier radio wave to encode the data 
as shown in Figure 4.4. The frequency spectrum is 868 MHz in Europe and 915 MHz in the US.0 

 

Figure 4.4: Spectrum for SIGFOX 

4.1.3 ZIgbee 

Zigbee is the wireless language that everyday devices use to connect to one another. In fact, there’s a very high 
likelihood that Zigbee is being used in your home or office on a daily basis. 0. 

The key characteristics of Zigbee include the following: 

• Created by the Zigbee alliance 

• Control and wireless sensor network 

• Based on the IEEE 802.15.4 standard 

• Low data rates and low power consumption 

• Small packet networks 

• Operates on unlicensed bands: 
o ISM 2.4 GHz at 250 kbps 
o 868 MHz at 20 Kbps 
o 915 MHZ at 40 Kbps 

• Topology can be Star< Cluster Tree, or Mesh 

• Up to 65000 nodes on a network 

The ZigBee Network is shown in Figure 4.5 below. 
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Figure 4.5: ZigBee Network 

The architecture in Figure 5.5 above comprises the following: 

• Coordinator: this node acts as a root and bridge of the network 

• Router: these are the intermediary device that permit data to pass to and through them to other devices. 

• End Device: these provide limited functionality to communicate with the parent nodes 0 

4.1.4 Low-power wide-area networking (LPWAN) 

LPWAN networks are designed to allow long-range communication at low data rates, reducing power and cost 
for transmission. LPWAN provides yet another option for development of IoT applications and services because 
it is inconceivable that one technology will be able to serve all of the projected applications and volumes. WiFi 
and BTLE are widely adopted standards and serve the applications related to communicating personal devices 
quite well. Cellular technology is a great fit for applications that have a power source and require high data 
throughput. LPWAN offers multi-year battery lifetime and is designed for sensors and applications that need to 
send small amounts of data over long distances a few times per hour from different type of environments.  

Figure 4.6 shows the different IoT technologies with some of their advantages and disadvantages. 

 

Figure 4.6: IoT technologies [17] 

https://en.wikipedia.org/wiki/LPWAN
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4.1.5 Very small aperture terminal (VSAT) 

The satellite is used to provide network coverage to remote locations with limited or no infrastructure.  In order 
to extend IoT coverage beyond cities into remote regions; satellite and IoT networks can be used in hybrid 
communication solutions. This integrated network can extend IoT coverage to larger and further parts of the 
earth enabling services in areas where it is impossible to connect with the use of terrestrial connectivity. 

As mentioned Satellite IoT network is combination of satellite network and IoT network. Figure 4.7 depicts typical 
satellite network architecture. 

 

 

Figure 4.7: Satellite IoT Network Architecture 

In general, satellite networks, are designed either in a star or a mesh topology. In star configurations, VSATs 
communicate through a hub whereas in mesh configurations VSATs communicate without the need of any 
centralized component. 

NMS protocol is used at Hub station and remote VSATs. Hub NMS are in charge of monitoring and control all the 
parameters of the remote VSATs while Remote NMS are responsible for monitoring and control (M&C) just of 
the remote system entities (e.g. RF transceiver, SSPA, LNA, Modem, MUX, switches etc.) NMS software usually 
has a GUI (Graphical User Interface) and a user protocol to M&C various parameters such as equipment health 
status, frequency, power etc. of both the Hub equipment as well as the remote VSAT equipment. 

Different sensors can also be connected to VSAT terminals for a number of applications such as temperature, 
motion, humidity, air speed etc. The sensor data are collected and transmitted to central Hub station for 
monitoring and analysis purposes. The satellite network can also be used for different type of services such as 
voice or data.  

Any L/C/Ku/Ka band can be used in the satellite IoT network. Satellites can be either LEO or GEO. Table 4-1 below 
refers to the frequencies used in these types of satellites.  

Table 4-1: Satellite Frequency Bands 

Satellite Bands Frequencies used 

L Band 1 to 2 GHz (1616 to 1626.5 MHz, both uplink and downlnk) 

C Band 4 to 8 GHz ( 5925 to 6425 MHz in the uplink and 3700 to 4200 MHz in the downlink) 

https://en.wikipedia.org/wiki/Very-small-aperture_terminal
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Ku Band 12 to 18 GHz (11.7 to 12.7 GHz in the downlink and 14 to 14.5 GHz in the uplink) 

Ka Band 26 to 40 GHz (18.8 to 19.3 GHz in the downlink and 28.6 to 29.10 GHz in the uplink) 

IoT part typically consists of three major entities viz. Gateway, end devices and cloud. The user end devices 
communicate with gateway as per IoT wireless network frequency bands. There are many IoT wireless 
technologies as already mentioned. LoRaWAN and Sigfox are among the most popular due to their low power 
and wide network area coverage. The IoT uses terrestrial communication topology for wireless air interface for 
communication with end devices and another wireless/wired network. The same has been shown in Table 4-1 
between the satellite and the IoT network [16].  

 

4.1.1 3GPP 

The huge growth of the IoT — now projected to reach multiple billions of devices over the next few years — and 
the unprecedented high adoption rate of LTE have given increased the number of new business opportunities 
not only for mobile operators, but also for device makers now highly incentivized to connect their devices to the 
Internet via LTE. 

Apart from traditional smartphone, tablet, and router providers, the LTE-enabled IoT offers a vast number of 
new business opportunities to non-traditional device vendors based on connecting devices to the Internet that 
are used for applications for which connectivity had not been possible in the past, creating this way new classes 
of services offered tor home and business, transportation, energy, agriculture, healthcare, security, retail, 
advertising, and more. 

The flat, all-inclusive nature of LTE’s all-IP architecture makes it a very interesting solution for IoT applications. 
Also, LTE provides built-in security along with robust and scalable traffic management capabilities, but the main 
driver for LTE in the IoT is cost effectiveness. LTE, when compared to 2G or 3G can offer to operators a 
significantly improved cost per bit, hence making services much more affordable while maintaining good profit 
margins. 

LTE in this regard is two or three times more efficient than 3G; and 20 times more efficient than 2G. In the USA, 
Japan and South Korea, LTE coverage already exceeds 3G coverage and a worldwide trend has begun. The main 
reason for operators to start aggressively re-farming their 2G and 3G spectrum and moving quickly to LTE is the 
reduced cost per bit figures. 

There are LTE chipsets and modules available today that have been designed for IoT applications. IoT-friendly 
LTE chipsets are of paramount importance for the new wave of LTE device development and deployment.  The 
ideal solutions are flexible, efficient, and low cost. They are also highly optimized for M2M and IoT devices, these 
new solutions provide all the features and functionality required to build robust, long-life LTE devices for a big 
number of applications at a low cost. Features include a small footprint, ultra-low power consumption, a mature 
and customizable software suite, and “drop-in” simplicity for ease-of-integration, necessary for the many non-
traditional device-makers without wireless expertise. Overall, single-mode LTE chipsets and modules offer a 
unique balance of feature functionalities while achieving a cost for a price to performance ratio that sets a strong 
business case for many types of devices and classes of applications. 

The high rate at which LTE is being adopted for IoT devices is surprising. There is already a big number of IoT 
solutions with LTE embedded in utility meters, automobiles, health monitoring devices, security cameras, and 
public safety systems, and new applications are invented and deployed almost on a daily basis. It is clear that LTE 
is among the strongest IoT solutions, so, to be future-proof, IoT devices, which in many cases will be in the field 
for ten years or more, can seriously consider LTE as one of the strongest candidates for a number of deployments 
[17]. 
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NarrowBand-Internet of Things (NB-IoT) is a standards-based low power wide area (LPWA) technology 
developed to enable a wide range of new IoT devices and services. NB-IoT number one feature is that it can 
significantly improve the power consumption of user devices, increase the system capacity as well as spectrum 
efficiency, especially in deep coverage. Battery life of more than 10 years can be supported for a wide range of 
applications and deployments. New physical layer signals and channels are currently examined and designed to 
meet the demanding requirement of extended coverage, which can be either rural or deep indoors while 
maintaining an ultra-low device complexity. Costs of the NB-IoT modules are expected to be comparable to 
GSM/GPRS at start. However, the underlying technology is much simpler than today’s GSM/GPRS and its cost is 
expected to decrease rapidly as demand increases. Supported by all major mobile equipment, chipset and 
module manufacturers, NB-IoT can co-exist with 2G, 3G, and 4G mobile networks. It also takes advantage of all 
the security and privacy features of mobile networks. Such features are user identity confidentiality, entity 
authentication, confidentiality, data integrity, and mobile equipment identification. The first NB-IoT commercial 
launches are completed and global roll out is expected for 2017/18. The main technical characteristics can be 
found in Table 4-2.0 

Extended coverage GSM IoT (EC-GSM-IoT) is a standard-based Low Power Wide Area technology. Its basis is 
eGPRS and it is designed and presented as a high capacity, long range, low energy and low complexity cellular 
system to implement IoT communications. Optimisations made in EC-GSM-IoT that need to be made to existing 
GSM networks can be part of a software upgrade, ensuring coverage and accelerated time to-market. Battery 
life of up to 10 years is expected to be supported for a big number of use cases. 0 The technical characteristics 
can be found in Table 4-2. 

eMTC (LTE Cat M1) often called LTE-M, or LTE-MTC, is a low power wide area (LPWA) technology standard 
published by 3GPP in the Release 13 specification. eMTC is a low power wide area technology which supports 
IoT through lower device complexity and offers extended coverage while leveraging a mobile carriers existing 
LTE base stations at the same time. eMTC finds its place as a high data rate service for more bandwidth 
demanding applications. 

eMTC is simply an amendment to the existing LTE standard, with Release 13 specifying a brand-new Cat-M1 UE 
capable of operating on a bandwidth 1.08 MHz (i.e., 6 PRB's) within an existing LTE deployment, or 1.4 MHz in 
standalone deployment. This is a substantial development when comparing with the previous Release 12 
specification of LTE Cat-0, which while containing a number of simplifications from conventional UE, had to 
operate on standard LTE channel bandwidths. 

Cat-M1 allows an extended battery life of more than 10 years for a vast number of machine type communication 
use cases through the use of power saving mode (PSM), Discontinuous Reception (eDRX), Cellular IoT (CIoT) 
control plane, and user plane EPS optimisations for small data transmission. The technical details can be found 
in Table 4-2 0. 
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Table 4-2: Summary for eMTC, NB-IOT and EC-GSM-IoT 

 eMTC(LTE Cat M1) NB-IOT EC-GSM-IoT 
Deployment In-band LTE In-band& Guard-band LTE, standalone In-band GSM 

Coverage* 155.7 dB 164 dB for standalone, FFS others 164 dB, with33dBm power class 

154 dB, with23dBm power class 

Downlink OFDMA, 15 KHz tone spacing, 

Turbo Code, 16 QAM, 1 Rx 

OFDMA, 15 KHz tone spacing, 1 Rx TDMA/FDMA, GMSK and 8PSK (optional), 

1 Rx 

Uplink SC-FDMA, 15 KHz tone 

spacingTurbo code, 16 QAM 

Single tone, 15 KHz and 3.75 KHz spacingSC-

FDMA, 15 KHz tone spacing,Turbocode 

TDMA/FDMA, GMSK and 8PSK(optional) 

Bandwidth 1.08 MHz 180 KHz 200kHzper channel. Typical system 

bandwidth of 2.4MHz [smaller bandwidth 

down to 600 kHz being studied within Rel-

13] 

Peak rate(DL/UL) 1 Mbps for DL and UL DL:~50 kbpsUL: ~50 for multi-tone, ~20 kbps 

for single tone  

For DL and UL (using 4timeslots): ~70kbps 

(GMSK),~240kbps (8PSK) 

Duplexing FD&HD (type B), FDD & TDD HD (type B), FDD HD,FDD 

Power saving PSM, ext.I-DRX, C-DRX PSM, ext. I-DRX, C-DRX PSM,ext.I-DRX 

Power class 23 dBm, 20 dBm 23 dBm, others TBD 33 dBm, 23 dBm 

 

 



 
This project has received funding from the European Union’s Horizon 2020 research and innovation 
programme under the Grant Agreement No 690588. 

 

 

4.2 Selection process to pick the most suitable IoT technology for SELIS 

A number of selection criteria have been defined to facilitate the selection of the most suitable or of the 
combination of the most suitable technologies. The factors have been: 

• Data Rate 

• Mobility Requirements 

• Latency Requirements 

• Duty Cycle 

• Coverage Requirements 

• Battery requirements 

• Scalability 

• Redundancy 

• Security 
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5 Conclusions and Future Developments 

 

Connectivity Interfaces for supply chain visibility are a set of software components (libraries) that provides the 
services and APIs for the unified interoperability among the SELIS Supply Chain internal systems, focusing on ERP, 
WMS, TMS and other systems, external SELIS systems, focusing on data sources that can serve SELIS operations 
and the SELIS extensional systems, focusing on generic SELIS functionalities such as document retrieval. At first, 
a generic Publish/Subscribe library was defined, aiming at enabling seamless interoperability among SELIS 
entities. This generic SELIS Publish/Subscribe system exposes its functionality with the worldwide standardized 
REST API. 

Following the definition of supply chain visibility, three pillars of interoperability have been targeted, namely 
syntactic, semantic, and pragmatic. All relevant data points were identified for different types of systems used 
in SELIS Living Labs and applications and a model has been defined for each type of system. Identified systems 
have been categorized as internal, external and extensional in respect to SELIS Community Node. The defined 
models have been used for the generation of methods that can be used to access, retrieve and edit all types of 
data. 

Finally, candidate IoT technologies have been reviewed and evaluated with a view to selecting the most 
appropriate option for the needs of SELIS Living Labs. General SELIS node security and stream data processing 
considerations for IoT data are treated in D4.2 which draws on OWASP IoT Security Basic Sets Guidelines.  

Future work that will be based on this deliverable involves the development of device and system specific 
connectors for each Living Lab and each DSS application as defined in D5.1 as well as the evaluation of the 
performance of all connectors and their subsequent optimization. Specific connectors will also be developed for 
all selected IoT devices and the performance of the system will be evaluated in a holistic approach 
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Appendix A – ERP Methods Example 

package SELISData; 

 

* Source Class: ERP <br> 

 * @version generated on Tue Feb 13 10:52:03 EET 2018 by n.trokanas 

 */ 

 

public interface ERP extends WrappedIndividual { 

 

    /* *************************************************** 

     * Property http://www.selisproject.eu/ontologies/connectivity/data#Account 

     */ 

      

    /** 

     * Retrieves property values for the Account property.<p> 

     *  

     */ 

    Collection<? extends Object> getAccount(); 

 

    /** 

     * Boolean value checking existence of the Account property value.<p> 

     *  

     * @return true if there is a Account property value. 

     */ 

    boolean hasAccount(); 

 

    /** 

     * Appends an Account property value.<p> 

     *  

     */ 

    void addAccount(Object newAccount); 

 

    /** 

     * Deletes Account property value.<p> 

     *  

     * @param oldAccount the Account property value to be removed. 

     */ 

    void removeAccount(Object oldAccount); 

 

 

 

    /* *************************************************** 

     * Property 

http://www.selisproject.eu/ontologies/connectivity/data#Advanced_shipping_notificat

ion 

     */ 

      

    /** 

     * Retrieves property values for the Advanced_shipping_notification 

property.<p> 

     *  

     * @returns values for the Advanced_shipping_notification property. 

     */ 

    Collection<? extends Object> getAdvanced_shipping_notification(); 

 

    /** 

     * Boolean value checking if the class has a Advanced_shipping_notification 

property value.<p> 
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     *  

     * @return true if there is a Advanced_shipping_notification property value. 

     */ 

    boolean hasAdvanced_shipping_notification(); 

 

    /** 

     * Appends an Advanced_shipping_notification property value.<p> 

     *  

     */ 

    void addAdvanced_shipping_notification(Object 

newAdvanced_shipping_notification); 

 

    /** 

     * Deletes a Advanced_shipping_notification property value.<p> 

     *  

     */ 

    void removeAdvanced_shipping_notification(Object 

oldAdvanced_shipping_notification); 

 

 

 

    /* *************************************************** 

     * Property http://www.selisproject.eu/ontologies/connectivity/data#Campaign 

     */ 

      

    /** 

     * Retrieves property values for the Campaig property.<p> 

     *  

     * @returns values for the Campaign property. 

     */ 

    Collection<? extends Object> getCampaign(); 

 

    /** 

     * Boolean property checking if the class has a Campaign property value.<p> 

     *  

     */ 

    boolean hasCampaign(); 

 

    /** 

     * Appends a Campaign property value.<p> 

     *  

     */ 

    void addCampaign(Object newCampaign); 

 

    /** 

     * Deletes a Campaig property value.<p> 

     *  

     */ 

    void removeCampaign(Object oldCampaign); 

 

 

 

    /* *************************************************** 

     * Property http://www.selisproject.eu/ontologies/connectivity/data#Contact 

     */ 

      

    /** 

     * Retrieves property values for the Contact property.<p> 

     *  
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     * @returns a collection of values for the Contact property. 

     */ 

    Collection<? extends Object> getContact(); 

 

    /** 

     * Boolean property checking if the class has a Contact property value.<p> 

     *  

     */ 

    boolean hasContact(); 

 

    /** 

     * Appends a Contact property value.<p> 

     *  

     */ 

    void addContact(Object newContact); 

 

    /** 

     * Deletes a Contact property value.<p> 

     *  

     */ 

    void removeContact(Object oldContact); 

 

 

 

    /* *************************************************** 

     * Property http://www.selisproject.eu/ontologies/connectivity/data#ID 

     */ 

      

    /** 

     * Retrieves property values for the ID property.<p> 

     *  

     */ 

    Collection<? extends Object> getID(); 

 

    /** 

     * Boolean property checking if the class has a ID property value.<p> 

     *  

     */ 

    boolean hasID(); 

 

    /** 

     * Appends ID property value.<p> 

     *  

     */ 

    void addID(Object newID); 

 

    /** 

     * Deletes a ID property value.<p> 

     *  

     */ 

    void removeID(Object oldID); 

 

 

 

    /* *************************************************** 

     * Property http://www.selisproject.eu/ontologies/connectivity/data#Mapping 

     */ 

      

    /** 
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     * Retrieves all property values for the Mapping property.<p> 

     *  

     */ 

    Collection<? extends Object> getMapping(); 

 

    /** 

     * Boolean property checking if the class has a Mapping property value.<p> 

     *  

     */ 

    boolean hasMapping(); 

 

    /** 

     * Appends a Mapping property value.<p> 

     *  

     */ 

    void addMapping(Object newMapping); 

 

    /** 

     * Deletes Mapping property value.<p> 

     *  

     */ 

    void removeMapping(Object oldMapping); 

 

 

 

    /* *************************************************** 

     * Property http://www.selisproject.eu/ontologies/connectivity/data#Phone 

     */ 

      

    /** 

     * Retrieves all property values for the Phone property.<p> 

     *  

     */ 

    Collection<? extends Object> getPhone(); 

 

    /** 

     * Boolean property checking if the class has a Phone property value.<p> 

     *  

     */ 

    boolean hasPhone(); 

 

    /** 

     * Appends a Phone property value.<p> 

     *  

     */ 

    void addPhone(Object newPhone); 

 

    /** 

     * Deletes a Phone property value.<p> 

     *  

     */ 

    void removePhone(Object oldPhone); 

 

    /* *************************************************** 

     * Property http://www.selisproject.eu/ontologies/connectivity/data#Reporting 

     */ 

      

    /** 

     * Retrieves property values for the Reporting property.<p> 
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     *  

     */ 

    Collection<? extends Object> getReporting(); 

 

    /** 

     * Boolean property checking if the class has a Reporting property value.<p> 

     *  

     */ 

    boolean hasReporting(); 

 

    /** 

     * Appends a Reporting property value.<p> 

     *  

     */ 

    void addReporting(Object newReporting); 

 

    /** 

     * Deletes a Reporting property value.<p> 

     *  

     */ 

    void removeReporting(Object oldReporting); 

 

 

 

    /* ********************************************* 

     * Property http://www.selisproject.eu/ontologies/connectivity/data#Title 

     * 

      

    ** 

     * Retrieves property values for the Title property.<p> 

     *  

     */ 

    Collection<? extends Object> getTitle(); 

 

   ** 

     * Boolean property checking if the class has a Title property value.<p> 

     *  

     */ 

    boolean hasTitle(); 

 

   ** 

     * Appends a Title property value.<p> 

     *  

     * 

    void addTitle(Object newTitle); 

 

    /* 

     * Deletes a Title property value.<p> 

    void removeTitle(Object oldTitle); 
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Appendix B – Example Publish/Subscribe application based on Java 

Client Library 

App.java file: 

package de.tu_dresden.selis; 

import org.slf4j.Logger; 

import org.slf4j.LoggerFactory; 

import java.math.BigDecimal; 

 

public class App { 

    public static void main(String[] args) throws InterruptedException { 

        Logger LOG = LoggerFactory.getLogger(App.class); 

        LOG.info("Starting Pub/Sub simulation"); 

 

        Thread subscriberA = new Thread(new Subscriber("A", 30, 100), "subscriber1"); 

        subscriberA.start(); 

 

        Thread subscriberB = new Thread(new Subscriber("B", 30, 100), "subscriber2"); 

        subscriberB.start(); 

 

        Thread publisher1 = new Thread(new Publisher(150, "PL"), "publisher1"); 

        publisher1.start(); 

 

        Thread publisher2 = new Thread(new Publisher(3000, "DE"), "publisher2"); 

        publisher2.start(); 

 

        Thread publisher3 = new Thread(new Publisher(800, "PL"), "publisher3"); 

        publisher3.start(); 

 

        publisher1.join(); 

        publisher2.join(); 

        publisher3.join(); 

        subscriberA.interrupt(); 

        subscriberB.interrupt(); 

    } 

} 

 

Publisher.java file 

package de.tu_dresden.selis; 
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import de.tu_dresden.selis.pubsub.PubSub; 

import de.tu_dresden.selis.pubsub.Message; 

import de.tu_dresden.selis.pubsub.PubSubException; 

import org.slf4j.Logger; 

import org.slf4j.LoggerFactory; 

import java.util.Random; 

import java.util.UUID; 

 

public class Publisher implements Runnable { 

 

    Logger LOG; 

    Random rand = new Random(); 

    String country; 

    int maxPrice; 

 

    public Publisher(int maxPrice, String country) { 

        this.maxPrice = maxPrice; 

        this.country = country; 

    } 

 

    @Override 

    public void run() { 

        LOG = LoggerFactory.getLogger("Publisher[" + 

Thread.currentThread().getName() + "]"); 

        LOG.info("Starting"); 

 

        try (PubSub c = new PubSub("0.0.0.0", 20000)) { 

            for (int i = 0; i < 10; i++) { 

                Message msg = new Message(); 

                msg.put("_type", "PKI"); 

                msg.put("Country", country); 

                msg.put("OrderId", UUID.randomUUID().toString()); 

                msg.put("Lat", 52); 

                msg.put("Lon", 28); 

                msg.put("AvgPrice", rand.nextInt(maxPrice) + 1); 

                msg.put("Quality", rand.nextInt(100)); 

                c.publish(msg); 
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                LOG.info("Published orderId={}, AvgPrice={}, Country={}, 

Quality={}", msg.get("OrderId"), msg.get("AvgPrice"), msg.get("Country"), 

msg.get("quality")); 

                try { 

                    Thread.sleep(rand.nextInt(1500) + 100); 

                } catch (InterruptedException e) { 

                    LOG.warn("Interrupted"); 

                } 

            } 

        } catch (PubSubException ex) { 

            LOG.warn("Could not publish messages, got exception: {}", 

ex.getMessage()); 

        } 

 

        LOG.info("Finishing"); 

    } 

} 

 

Subscriber.java file: 

package de.tu_dresden.selis; 

import de.tu_dresden.selis.pubsub.*; 

import de.tu_dresden.selis.pubsub.PubSubException; 

import org.slf4j.Logger; 

import org.slf4j.LoggerFactory; 

import java.util.Map; 

 

public class Subscriber implements Runnable { 

 

    final String authHash; 

    int quality; 

    int price; 

    Logger LOG; 

 

    public Subscriber(String authHash, int quality, int price) { 

        this.authHash = authHash; 

        this.quality = quality; 

        this.price = price; 

    } 

 

    @Override 
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    public void run() { 

        LOG = LoggerFactory.getLogger("Subscriber[" + 

Thread.currentThread().getName() + "]"); 

 

        try (PubSub c = new PubSub("0.0.0.0", 20000)) { 

            Subscription subscription = new Subscription(this.authHash); 

 

            //this line can throw exception if we provide value of invalid type. 

Check ValueType for allowed values 

            subscription.add(new Rule("_type", "PKI", RuleType.EQ)); 

            subscription.add(new Rule("AvgPrice", price, RuleType.GE)); 

            // subscription.add(new Rule("quality", quality, RuleType.GE)); //this 

line is equal to the below line: 

            // subscription.add(Rule.intRule("quality", quality, RuleType.GE)); 

 

            c.subscribe(subscription, new Callback() { 

                @Override 

                public void onMessage(Message message) { 

                    StringBuilder sb = new StringBuilder(); 

                    for (Map.Entry<String, Object> entry : message.entrySet()) { 

                        String key = entry.getKey() != null ? entry.getKey() : ""; 

                        String value = entry.getValue() != null ? 

entry.getValue().toString() : ""; 

 

                        sb.append(key).append("=").append(value).append(", "); 

                    } 

 

                    LOG.info("Subscriber[{}], Received {}", authHash, 

sb.toString()); 

                } 

            }); 

 

            LOG.info("Subscriber[{}] looking for AvgPrice >= {}", authHash, price); 

            while (true) { 

                try { 

                    Thread.sleep(100); 

                } catch (InterruptedException e) { 

                    break; 

                } 

            } 

        } catch (PubSubException ex) { 
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            LOG.warn("Could not subscribe, got error: {}", ex.getMessage()); 

        } 

 

        LOG.info("Finishing"); 

    } 

} 

 

 
 

 


